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Abstract—Deep neural networks are vulnerable to adversarial
attacks. We study such threats in the decision-based black-box
setting where the adversary could obtain only the predicted
labels of the victim classifier within limited queries and aims
at performing targeted and untargeted adversarial attacks
under different perturbation constraints. In this paper, we
propose BounceAttack as a query-efficient attack method. We
propose the bounce vector which encourages the iterations to
maximally explore the adversarial space towards the optimal
adversarial example within limited queries to improve the
query efficiency. We perform extensive experiments on various
benchmark datasets and models. Experimental results show
that BounceAttack achieves both high query efficiency and
small perturbation size. BounceAttack outperforms existing
attack methods. For example, BounceAttack achieves 48.1%
smaller perturbation compared to the state-of-the-art attack
methods on average using the same number of model queries.

1. Introduction

Deep neural networks (DNNs) have made state-of-the-
art progress in many fields, including automatic driving, im-
age classification, and face recognition. However, DNNs are
vulnerable to adversarial attacks [1], [2], where impercepti-
ble perturbations are added to benign inputs and thus lead
to false classification results. Existing adversarial attacks
generally fall into two categories based on the adversary’s
capabilities. In the first category, the adversary is assumed
to have access to the details of the victim model (e.g.,
model structure, parameters, and the training data), such
that the adversary could find the optimal adversarial per-
turbation using gradient information in a white-box manner
[2]–[6]. In the second category, the adversary has limited
information about the victim model and usually treats it as
a black box where the adversary could obtain only the output
information such as the predicted label or additionally the
confidence vector [7]–[11]. In this work, we focus on the
black-box scenario, and more specifically, only the predicted
label is available to the adversary.

Depending on the knowledge that the adversary could
obtain, existing black-box adversarial attacks can be largely
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classified into transfer-based attacks, score-based attacks,
and decision-based attacks. In the transfer-based attack [12]–
[15], the adversary has access to an auxiliary dataset and
trains a substitute model for the victim model. Hence, the
adversary could craft the adversarial example against the
substitute model in a white-box manner and expects this
adversarial example to transfer to the victim model. In the
score-based attack [7], [16], the adversary can obtain the
confidence vectors of the victim model and thus performs
the attack by observing the output changes on different
perturbations. In this work, we consider the decision-based
attack [17]–[24], which is the most practical and challeng-
ing case because the adversary obtains only the predicted
label of the victim model on a query sample. In the real-
world scenario, the number of model queries performed by
the attacker is usually limited either for cost reasons or
for evading detection. For example, a commercial machine
learning model is usually hosted as a service for a charge,
or protection mechanisms are deployed to detect malicious
queries. Query efficiency is an important metric for evalu-
ating a decision-based adversarial attack.

Existing studies on decision-based attacks generally
follow three different strategies: gradient estimation, di-
rection optimization, and geometry acceleration. Gradient
estimation-based methods start with an adversarial candidate
sample and try to estimate the gradient of this sample as
the search direction of a new candidate in each iteration
until convergence or failure. For example, HSJA [18], AHA
[19], and RamBoAttack [25] are proposed to estimate the
gradient. Direction optimization-based methods, on the other
hand, start with the benign sample and optimize the direction
of searching the adversarial example (e.g., Opt [20] and
Sign-Opt [21] attacks). Lastly, some studies utilize geo-
metrical properties of decision boundaries to accelerate the
searching process of the adversarial example, such as RayS
[22], SurFree [23], Tangent [26] and Triangle [24] attacks.

Unfortunately, existing attacks are limited in either query
efficiency or attack success rate. In particular, current gra-
dient estimation-based methods do not efficiently estimate
the iteration direction such that they require a variety of
iterations to generate a satisfying adversarial example, which
wastes a mass of queries. The direction optimization-based
methods are shown to incur significant adversarial pertur-
bations within the same number of queries compared with
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gradient estimation-based methods, especially under the L∞
constraint [18], [22]. The geometry acceleration-based meth-
ods can reduce the size of adversarial perturbation quickly
but are only suitable for certain attack scenarios.

In this paper, we propose BounceAttack1 as a query-
efficient adversarial attack based on HSJA [18], which fol-
lows the gradient-estimation strategy. The major change of
BounceAttack is that we use the orthogonal component of
the estimated gradient of HSJA as the direction, to guide
the iterations to explore the adversarial space the most
within the same step size. As a result, BounceAttack can
significantly reduce the number of queries. Specifically, the
goal of each iteration in the attack process is to produce a
new adversarial candidate sample with smaller perturbations
than the old adversarial candidate sample until convergence.
The search direction of the new sample is a key factor that
affects the query efficiency. HSJA directly uses the estimated
gradient as such search direction in each iteration. However,
we find that when the estimated gradient is decomposed into
an orthogonal component and a parallel component in terms
of the hyper-line connecting the benign sample and the ad-
versarial candidate sample, only the orthogonal component
makes contributions to reducing the size of perturbations (as
proven in Section 4.2). Therefore, BounceAttack uses such
an orthogonal component as the search direction instead
of the original estimated gradient, which results in a more
efficient search than HSJA. Such an orthogonal component
is referred to as bounce direction in this paper. Intuitively,
the bounce direction leads an iteration to generate a new
adversarial candidate sample with a large reduction of the
perturbation size, as if it was “bounced” off the aforemen-
tioned hyper-line to explore the adversarial space with high
query efficiency.

In addition to the bounce direction, we design mo-
mentum and smooth search to boost the performance of
BounceAttack. Specifically, the momentum is designed to
regularize the bounce direction with historical bounce direc-
tions in the past iterations in order to stabilize the bounce
search. When the adversarial candidate sample is close to
the optimal solution with the increase of the number of
queries, BounceAttack stops the bounce search and switches
to HSJA-style search (referred to as smooth search in this pa-
per) by using the original estimated gradient. This is because
when the search is about to converge, the bounce direction
might result in strong updates of adversarial candidates
which causes fluctuation in the search process. BounceAt-
tack switches to smooth search for gentle updates until a
satisfying adversarial sample is found.

We perform extensive experiments to evaluate
BounceAttack on various datasets and models, and
compare BounceAttack with existing attack methods
[18], [19], [21]–[25]. Experimental results show that
BounceAttack can achieve high query efficiency and
attack success rate for both targeted and untargeted attack
settings under both L2 and L∞ constraints. For example,
BounceAttack consumes 37% to 76% fewer model queries

1. Code available at https://github.com/RaymondDawn/BounceAttack

to generate successful adversarial examples than existing
methods, and given the same query limit, BounceAttack
achieves 1-7 times higher attack success rate.

Contributions. We summarize our contributions in the
following.

• We propose BounceAttack as a query-efficient
decision-based adversarial attack. We design novel
bounce direction to improve the query efficiency
while maintaining a high attack success rate.

• We design BounceAttack as a widely applicable
attack in the sense that BounceAttack supports both
targeted and untargeted adversarial attacks under
either L2 or L∞ constraints.

• We perform extensive experiments on various bench-
mark datasets and models to evaluate BounceAt-
tack and compare it with existing attack methods.
BounceAttack is shown to outperform existing attack
methods in both query efficiency and attack success
rate.

Roadmap. In Section 2, we introduce the related work
and the conception of adversarial attacks under different
constraints and in different settings. In Section 3, we state
the problem in our paper. In Section 4, we introduce
BounceAttack. In Section 5, we describe our experimental
results with evaluation metrics. In Section 6, we conclude
our work.

2. Background

2.1. Adversarial Attack

In this paper, we focus on the supervised classification
tasks, in which Deep Neural Networks are used to iden-
tify which sample space a certain image belongs to. The
existing study [3] has shown that there is a hyper-plane
called decision boundary that separates the sample spaces
of a model. For any hyper-plane, the gradient direction is
perpendicular to every vector inside the space. To perform
an adversarial attack, an adversary seeks to add a minimum
perturbation onto the benign sample to make it cross the
decision boundary so as to be predicted as another class.

Generally, according to the goal of adversaries, adver-
sarial attacks can be divided into targeted and untargeted
ones. The sample space that the adversary tends to move
the benign sample to is called the adversarial space. To
measure the distance of the movement, researchers use the
concepts of L2 and L∞ constraints.

2.2. White-Box Attack

The adversarial attack is first studied in the white-box
setting by Szegedy et al. [1], where the adversary has full
information about the training data, model structure, and
model weights. Goodfellow et al. design FGSM [2] and I-
FGSM [5] to generate adversarial samples by maximizing
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the classification loss. To measure the robustness of classifi-
cation models, PGD [27] is proposed as the “first-order” ad-
versarial attack to iteratively search the gradient directions.
To break the distillation defense [28], C&W [4] is raised
to use a differentiable function as the restriction of opti-
mization framework and achieves a high attack success rate.
Besides L2 and L∞ constraints, L0 constraint is considered
in JSMA [29], which uses the L0 norm as a mathematical
representation of the perceptual distance and constructs a
saliency map by using the forward derivative output from
the last layer of the deep neural network, reducing the
workload of adversarial sample attacks. Gradient-descent
evasion attack [6] is inspired by Golland’s discriminating
direction technique and can evade both linear and non-
linear classifiers. DeepFool [3] can iteratively search for
the minimum perturbation along the normal vector of the
decision boundary to produce an adversarial sample, which
can be applied in both linear and non-linear classifiers.

2.3. Black-Box Attack

Different from the white-box attack, the black-box attack
is more practical for real-world applications. In the black-
box setting, the adversary is not aware of the structures
of the models, the datasets used in training or validation,
or whether defense mechanisms are deployed or not. The
adversary is assumed to know the model input and the
corresponding model output, such as the confidence vectors
or only the predicted labels.

2.3.1. Transfer-Based Attack. The transfer-based attack
is proposed by Papernot et al. [30], which transforms the
black-box problem into the white-box problem. To conduct
black-box attacks on the victim models, it generates adver-
sarial samples on the substitute models trained on the same
or similar datasets. The fundamental idea of these attack
methods is to improve the transferability of the adversarial
samples generated on the substitute models even with differ-
ent model structures [31]. The transferability is largely re-
lated to the similarity of subspaces between the victim model
and the substitute model [32]. Adversarial samples generated
on the ensemble models can obtain higher transferability
even in the targeted attack setting [33]. Some components
like momentum [12] are introduced under the framework of
FGSM to enhance the transferability of substitute models.
Processing the input with the resize transformation method
[15] can also improve the attack transferability.

2.3.2. Score-Based Attack. Score-based attacks assume
that the model returns the full or partial confidence vectors
(e.g., top-1 or top-5) to users. The adversary modifies the
input sample according to the change of the confidence
vector from the last iteration. ZOO [7] uses zero-order
optimization to estimate the gradient, changing the black-
box attack to the white-box attack and greatly improving the
query efficiency. Ilyas et al. [10] introduce gradient priors
into the black-box attack problem and give an optimization-
based algorithm that can integrate any prior information.

Ilyas et al. [9] use NES to maximize the expected value of
the loss function along the search distribution. GenAttack
[16] is a gradient-free optimization attack method using
genetic algorithms to craft adversarial samples.

2.3.3. Decision-Based Attack. The decision-based attack is
also called the hard label-only attack because the adversary
cannot acquire any information except the predicted label
of a certain input. It is first studied by Brendel et al.
[17], who propose the Boundary Attack to walk along the
decision boundary without a convergence guarantee. We
classify the existing decision-based attacks into three kinds:
gradient estimation attacks, direction optimization attacks,
and geometry acceleration attacks.

The gradient estimation attacks find the gradient at the
decision boundary and use it to guide the next search direc-
tion. HSJA [18] is proposed to find the adversarial sample
with the minimum distance to the benign sample where the
adversary moves the candidate sample along the gradient
direction and projects it back to the decision boundary in
each iteration. AHA [19] gathers historical information from
previous queries to refine the mean of the random distri-
bution and the step coefficient. After that, AHA makes the
next estimation based on them with the converging direction
and the random unit. RamBoAttack [25] proves that the
final distance between the generated adversarial sample and
the benign sample has a significant connection with the
chosen initial sample and the target label. RamBoAttack
proposes Block Descent in the framework of Rambo to
avoid sticking to the local minimum but sacrifices the query
efficiency. The gradients generated by these methods do
not guide the optimal direction given the same step size
in one iteration. BounceAttack, on the contrary, results in a
maximized distance reduction as proved in Section 4.2.

The direction optimization-based attacks first adjust the
search direction from the benign sample along a sampled
unit vector with the step size which is calculated by the
change of perturbation size from the last iteration and then
normalize the search direction. Opt [20] is proposed to
evaluate the search direction with a single unit. Sign-Opt
[21] improves Opt [20] by the sign(·) operation to identify
the gradient direction estimated by a set of unit vectors
more accurately. They are difficult to acquire a small-size
perturbation compared with other attack methods in [26],
[24], and [22]. Therefore, BounceAttack does not adopt this
attack strategy in our paper.

The geometry acceleration attacks are proposed for
faster-converging speed with small adversarial perturbation
size. RayS [22] divides the benign image into small batches
and greedily judges the flip of each batch which could
craft an adversarial sample in each iteration. SurFree [23]
pays attention to the geometrical properties of the decision
boundary and iteratively draws circles to walk along differ-
ent directions. Tangent [26] regards the gradient space of a
certain boundary point as a d-dimensional spherical space
and draws a tangent line to maximize the step size in the
search direction. Triangle [24] updates the next sample in the
attack process based on the properties of the triangle in each
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TABLE 1. NOTATIONS AND EXPLANATION

Notation Explanation
F (·) victim model
X∗ benign sample
Xa adversarial sample
Xt the adversarial candidate sample at the decision boundary

X̂t the intermediate sample in the adversarial space
sign(·) the function obtaining the sign of the input
X∗Xt the hyper-line connecting X∗ and Xt

Lp norm constraint where p = 2 or p = ∞
ε perturbation threshold that determines the attack success
t the number of queries

ΦX∗ (X) the indication function of whether X is adversarial
D(X1,X2) the distance between X1 and X2

λt the step size in the t-th iteration
clip(·) the function clipping image pixel values into valid range

iteration. These methods can effectively search for the adver-
sarial sample in the beginning stage but are only suitable for
a certain attack scenario (i.e., only in a special attack setting
or under a special attack constraint). BounceAttack, on the
contrary, supports both targeted and untargeted attacks and
both L2 and L∞ perturbation constraints.

3. Problem Statement

In this paper, we consider the black-box scenario where
the adversary has access to only the predicted label of the
victim model on a benign sample and aims at crafting an
adversarial example for it. Specifically, given a victim model
F and a benign sample X∗ which is correctly classified by F
as the label y∗ = F (X∗), the adversary seeks an adversarial
sample Xa with negligible perturbation such that F (Xa)
produces the label as what the adversary expects. Formally,
Xa satisfies the following target.

minD(X∗,Xa), s.t.ΦX∗(Xa) = 1 (1)

where D(X∗,Xa) measures the size of adversarial pertur-
bation added to X∗. We consider L2 and L∞ constraints in
this paper. ΦX∗(Xa) is a function indicating whether Xa is
an adversarial sample in terms of X∗. Suppose OA denotes
the adversarial space and OB denotes the benign space of
X∗. In the targeted attack, OA represents the space of an
adversary-chosen class, while in the untargeted attack, OA

represents the space of any class other than the class of OB .
We formally define function Φ in the following.

ΦX∗(X) =

{
1, X ∈ OA

−1, X ∈ OB
(2)

Generally speaking, the adversarial sample Xa achieves
the minimum perturbation usually when Xa is located in the
vicinity of the decision boundary Π. We list the notations
used in this paper in Table 1.

Adversarial space

Benign space 

Figure 1. Overview of BounceAttack. Starting with the intermediate sample
X̂t, BounceAttack first finds the adversarial candidate Xt by binary search
and then generates the next intermediate sample X̂t+1 along the bounce
direction vt

b. BounceAttack keeps the iterative bounce search process until
the change of distance is small (i.e., Xt+2), where BounceAttack switches
to smooth search to get close to Xa.

4. Approach

4.1. BounceAttack Overview

Following the same gradient-estimation strategy as
adopted in previous methods [18], BounceAttack starts with
an adversary-chosen sample of a random class in the un-
targeted setting and a certain class in the targeted setting
and optimizes the perturbation size in an iterative manner.
In particular, an iteration t + 1 produces an adversarial
candidate sample Xt+1 which is supposed to have a smaller
perturbation size than Xt generated in the last iteration t.
With the number of iterations increasing, the perturbation
size converges to a small constant value and the attack ends.

We present the overview of BounceAttack in Fig. 1.
Given a benign sample X∗, BounceAttack, compared to
HSJA, improves the query efficiency by maximizing the dis-
tance between Xt+1 and Xt in each iteration such that Xt+1

can quickly converge to a satisfying adversarial sample. To
this end, we propose bounce direction as the replacement
of the original estimated gradient in HSJA to guide the
search of the new Xt+1 in one iteration. The search process
is referred to as bounce search in this paper. Specifically,
an iteration t of BounceAttack starts with an intermediate
sample X̂t in the adversarial space which is generated in
the last iteration. The adversarial candidate sample Xt is
positioned as the intersection point of the hyper-line X∗X̂t

and the decision boundary Π by binary search because it
has the least size of perturbation while being adversarial
among all the data points on the hyper-line X∗X̂t. The
candidate sample Xt+1 is generated in the next iteration

t+1 from a new intermediate sample X̂t+1. In HSJA, X̂t+1

is generated by moving along the estimated gradient of Xt.
BounceAttack, on the contrary, uses the orthogonal compo-
nent (i.e., bounce direction denoted as vt

b) by projecting such

gradient onto the hyper-line orthogonal to X∗X̂t to generate
X̂t+1, because it can drive Xt+1 farthest away from Xt
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Adversarial space 

Benign space 

(a) Bounce Search

Adversarial space 

Benign space 

(b) Smooth Search

Adversarial space 

Benign space 

(c) Gradient Estimation

Figure 2. (a) illustrates the bounce search process. BounceAttack de-
composes the gradient and uses the bounce direction vt

b to produce the

next intermediate sample X̂t+1. (b) illustrates the smooth search process.
BounceAttack uses the estimated gradient instead of the bounce direction
to generate the next intermediate sample X̂t+1. (c) illustrates the gradient
estimation process. The gradient is estimated by the average of several
sampled unit vectors ui weighted by the output of the indication function
Φ.

as proven in Section 4.2, which can significantly speed up
the convergence of the adversarial candidate to a satisfying
adversarial sample.

In general, BounceAttack consists of three steps to
generate an adversarial sample: attack initialization, bounce
search, and smooth search. In the attack initialization, we
randomly sample a data point X̂1 in the adversarial space
OA as the initial intermediate sample in the 1st iteration.
In the targeted attack, X̂1 is randomly drawn from the
data distribution of the target class, while in the untargeted
attack, X̂1 is randomly drawn from the data distribution
of a randomly-chosen class. BounceAttack first launches
the above-mentioned bounce search to quickly reduce the
perturbation size with the least number of iterations. When
the bounce search is about to converge (i.e., the perturbation
size of Xt+1 is not significantly reduced in terms of Xt),
BounceAttack switches to the smooth search which uses
the original estimated gradient as HSJA does instead of
the bounce direction. This is because the bounce direction,
compared to the original gradient, might lead to a large
distance between Xt+1 and Xt which causes Xt+1 to
fluctuate around the optima. When the perturbation size of
the generated candidate sample is smaller than the thresh-
old ε or the number of model queries exceeds the limits,
BounceAttack stops.

4.2. Bounce Search

The bounce search uses the bounce direction in each
iteration to generate a new adversarial candidate sample
Xt+1 farthest away from Xt along the decision boundary.
We illustrate one iteration of bounce search in Fig. 2a.

The iteration t starts with an intermediate sample X̂t

(X̂1 is initialized by the adversary). The candidate sample
Xt is selected as the intersection point of the hyper-line
X∗X̂t and the decision boundary Π because it has the least
size of perturbation among points on X∗X̂t. To this end,
we use binary search to find Xt. The stop condition of the
binary search is when the distance between the low point and
the high point is no greater than a threshold θ = γ

d . We set d

𝑿∗

𝑿𝒕
𝑿𝒕ା𝟏

𝛼 𝐿
𝑑

𝑿𝒕ା𝟏 𝛁 𝑷𝑿∗ሺ𝑿𝒕ሻ
𝒗𝒃𝒕 𝒗𝟏Adversarial space 𝑶𝑨

Benign space 𝑶𝑩

Π 𝑿𝒂 𝛽

Figure 3. Proof of bounce search. Given an adversarial candidate sample
Xt, BounceAttack decomposes the estimated gradient of Xt and normal-
izes it. The distance of movement d calculated as D(Xt,Xt+1) can be

maximized when X∗X̂t+1 is the tangent line of the circle with radius λt

centred at Xt, where X̂t+1 can be approximated by following the bounce
vector vt

b.

as the product of the shape dimensions of the benign sample
(i.e., channel×width×height), and γ is set to avoid sticking
into the dead loop due to floating point precision when
BounceAttack conducts the binary search. Let PX∗(Xt)
denote the objective function measuring how adversarial
Xt is in terms of X∗. We formally define PX∗(X) in the
following.

PX∗(X) =

⎧⎨
⎩

max
i �=y∗

Fi(X)− Fy∗(X), untargeted

Fy+(X)− max
i �=y+

Fi(X), targeted
(3)

where y∗ is the label of the benign sample X∗ and y+ is the
adversary-chosen label in the targeted attack. The indication
function ΦX∗(X) in Eq. (2) is then updated as:

ΦX∗(X) = sign(PX∗(X)) (4)

The bounce direction is the orthogonal component
(i.e., bounce vector vt

b) when the gradient ∇PX∗(Xt) of
PX∗(Xt) with respect to Xt is decomposed by being pro-
jected onto the hyper-line X∗Xt.

vt
b = ∇PX∗(Xt)− ∇PX∗(Xt)(Xt −X∗)

||Xt −X∗||p
(5)

where p = 2 or ∞ in this paper.

The next intermediate sample X̂t+1 is generated by
moving from Xt along the direction vt

b with a step size
λt as described in the following.

X̂t+1 = clip
(
Xt + λtv

t
b

)
(6)

where λt is gradually decreased as the iteration t grows. We
set λt in the following.

λt =
D (Xt,X

∗)√
t

(7)

Note that if ΦX∗(X̂t+1) �= 1, we further recursively de-

crease λt by half λt = λt/2 until ΦX∗(X̂t+1) = 1.
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Algorithm 1 BounceAttack Process

Input: F : target classifier; X∗: benign sample; B0: initial
number of sampled unit vectors; T : number of itera-
tions; μ: decay factor in the momentum

Output: potential adversarial sample
1: Initialization: randomly sample X̂1, v0

b = 0, counter
c = 0, μ = 0.5

2: for t = 1; t ≤ T ; t++ do
3: Xt = binarySearch(X̂t,X

∗)
4: if D(X∗,Xt)

D(X∗,Xt−1)
> 0.99 and t > 1 then

5: c++
6: else
7: c = 0
8: end if
9: Bt = B0 ∗

√
t

10: ∇PX∗(Xt) = gradientEstimation (Xt,ΦX∗(Xt), Bt)

11: if c < 3 then
12: vt

b = bounceDirection (∇PX∗(Xt),X
∗Xt)

13: else
14: vt

b = ∇PX∗(Xt)
15: end if
16: Update vt

b using Eq. (13)

17: λt =
D(Xt,X

∗)√
t

18: while ΦX∗(Xt + λtv
t
b) �= 1 do

19: λt = λt/2
20: end while
21: X̂t+1 = Xt + λtv

t
b

22: end for
23: return binarySearch(X̂t+1,X

∗)

Theorem 1. Given a fixed step size λt, the bounce direction
vt
b can result in an intermediate sample X̂t+1 that produces

an adversarial candidate sample Xt+1 with the maximal
distance D(Xt,Xt+1).

Proof: The decision boundary Π is a continuously
connected hyper-space [34] and we can approximate it as
a linear hyper-plane in the vicinity of Xt as shown in
Fig. 3. Suppose d denotes the distance D(Xt,Xt+1) and

L denotes D(X∗,Xt). It is clear that X̂t+1 locates on the
circle centered at Xt with radius λt. Let α represent the
angle between X∗Xt+1 and X∗Xt and β denote the angle
between X∗Xt and the decision boundary Π. We can obtain
d based on the property of triangles in the following.

d

sinα
=

L

sin(π − (α+ β))

d =
L

cosβ + sin β
tanα

(8)

where β is a constant, so the distance d is proportional to
the angle α. Obviously, α is maximum when X∗X̂t+1 is
tangential to the circle centred at Xt with radius λt. In this

case, we can calculate α in the following.

α = arctan(
λt√

L2 − λ2
t

) = arctan(
1√

L2

λ2
t
− 1

) (9)

Assuming L
λt

is sufficiently large, we have
√

L2

λ2
t
− 1 ≈√

L2

λ2
t
= L

λt
, and α can thus be approximated as follows.

α ≈ arctan(
λt

L
) (10)

This indicates that d is approximately maximal when
XtX̂t+1 is orthogonal to X∗Xt, which is exactly the di-
rection of the bounce vector vt

b.
We estimate the gradient ∇PX∗(Xt) by following the

same strategy of HSJA [18]. Specifically, we use the Monte
Carlo method to sample several unit vectors from the Gaus-
sian distribution U = {u1,u2, ...,uBt} as shown in Fig. 2c
where each ui has the same dimension as X∗ and Bt

denotes the number of sampled unit vectors ui. In order
to determine if ui points to the adversarial space OA, We
generate a series of new samples Xt + δui by adding
perturbation of size δ to Xt along the direction of each ui.
Hence, we can use the indication function ΦX∗(·) to test if
Xt + δui is in OA or not. As a result, the gradient can be
estimated by the mean of ui weighted by its sign. Formally,
the gradient ∇PX∗(X) is estimated in the following where
ΦX∗ is the mean of ΦX∗(·) on the Bt samples.

ΦX∗ =
1

Bt

Bt∑
i=1

ΦX∗ (Xt + δui) (11)

∇PX∗(Xt) =
1

Bt − 1

Bt∑
i=1

(
ΦX∗ (Xt + δui)− ΦX∗

)
ui

(12)
where Bt = B0

√
t and the initial B0 is set to 100 in our

paper.
Such estimation of the gradient assures that the gradient

always points to the adversarial space OA and is orthogonal
to the decision boundary. As a result, the bounce vector
which is the orthogonal component of the gradient also
points to the adversarial space OA. This explains why we
use the orthogonal component of the gradient rather than that
of the randomly sampled vectors as the bounce vector. For
example, in Fig. 3, even if v1 points to OA, its orthogonal
component points to the benign space OB which cannot be
used as a bounce direction.

4.3. Momentum

In order to stabilize the bounce direction and avoid local
optima, we introduce the momentum in BounceAttack by
regularizing the bounce direction vt

b with historical bounce
directions in the past iterations. The μ is essential for the
storage of past gradients, and a proper μ can make the attack
process more efficient. The bounce vectors produced in each
sample point might be different due to the randomness of the
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unit vectors. The momentum can smooth the search process.
When μ for momentum is small, the search direction will
be greatly affected by the newly generated bounce direc-
tion. When μ for momentum is large, the search direction
will be greatly driven by the historical information of past
iterations. Specifically, the bounce direction is updated and
then normalized in the following.

vt
b = vt

b + μvt−1
b

vt
b =

{
vt
b

||vt
b||2 , p = 2

sign (vt
b) , p = ∞

(13)

where the decay factor μ is a hyper-parameter which we set
to 0.5 in our paper. The initial v0

b is set to 0.

4.4. Smooth Search

Although the bounce direction can lead to a fast conver-
gence of the adversarial candidate sample, it might cause
the adversarial candidate sample to fluctuate back and forth
across the optimal adversarial sample Xa in the end as
shown in Fig. 2b. This is because when Xt is near the
Xa, the angle between X∗Xt and the gradient ∇PX∗(Xt)
becomes small. As a result, the bounce direction which is
orthogonal to X∗Xt might lead even a small movement
to cause a large change of Xt+1 to cross the optima Xa

(e.g., X
′
t+1 in Fig. 2b). Therefore, BounceAttack switches

to smooth search to mitigate such a situation. Specifically,
it uses the estimated gradient ∇PX∗(Xt) instead of the
bounce vector vt

b in the subsequent iterations. The condition
of such a switch is when the perturbation reduction becomes

insignificant (i.e.,
D(X∗,Xt)

D(X∗,Xt−1)
> 0.99, where t > 1) contin-

uously for three iterations.

4.5. BounceAttack Process

The attack process of BounceAttack is detailed in Al-
gorithm 1. We first initialize the attack (Line 1). In each
iteration, BounceAttack finds the adversarial candidate Xt

on the decision boundary using binary search (Line 3) and
then estimates the gradient at Xt (Line 10). The bounce
direction is calculated from the gradient (Line 12) and
updated using the momentum mechanism (Line 16). The
bounce step size is dynamically adjusted according to the
iteration number t (Line 17-20). A new intermediate sample
X̂t+1 is generated (Line 21). When the iteration is about to
converge (Line 4), BounceAttack switches to the smooth
search and uses the gradient instead of the bounce direction
to generate the new intermediate sample (Line 14). At last,
the adversarial sample can be generated (Line 23).

5. Experiments

In this section, we conduct extensive experimental com-
parisons of BounceAttack with existing attacks. To fully
understand how BounceAttack works, we change μ to see
how the hyper-parameter affects BounceAttack and conduct

ablation studies on each component of BounceAttack. We
measure the performance of BounceAttack against three
defense mechanisms.

5.1. Experimental Setup

5.1.1. Datasets. To evaluate BounceAttack more compre-
hensively, various standard datasets are adopted in the ex-
periments, including CIFAR10 [35], CIFAR100 [35] and
ImageNet2012 [36]. These datasets are commonly used
to evaluate the classification accuracy and robustness of
models [18], [19], [23], [24]. CIFAR10 and CIFAR100 are
composed of tiny images with the size 3×32×32. CIFAR10
has 10 classes with 6,000 images per class. In each class,
5,000 images are used for training and 1,000 images for
testing. CIFAR100 has 100 classes with 600 images per
class. In each class, 500 images are used for training and
100 images for testing. ImageNet is widely used in computer
vision tasks [37]–[39] and has millions of images. We use
ImageNet in our experiments to be consistent with previous
work and process each image to 3×224×224. ImageNet has
1,000 classes. In each class, around 1,300 images are used
for training and 50 images for testing. To avoid sticking
into the dead loop, we set the γ = 1 in CIFAR10 and
CIFAR100 and γ = 10 in ImageNet to control the binary
search threshold.

To ensure the fairness of the experiments, we select 200
correctly classified image-label pairs from the test dataset
to evaluate the performance of all the attack methods. The
first 100 pairs are used as the benign samples and the other
100 pairs are used as the initial target adversarial sample
for the targeted attack.

5.1.2. Victim Models. We consider the Convolutional Neu-
ral Network (CNN) based models as our victim models, in-
cluding ResNet50 [40] and DenseNet121 [41] implemented
by mmlab [42], which first introduces deep learning into
computer vision area and publishes dozens of papers each
year in the top conferences. For ResNet50 on the three
datasets, we apply the pretrained weights by mmlab. For
DenseNet121 on CIFAR10 and CIFAR100, we train the
model with the default configuration file by mmlab [42].

5.1.3. Metrics. We consider two metrics to evaluate the
performance of BounceAttack.

We use Median L Norm (MLN) to measure the size
of adversarial perturbation. We consider L2 and L∞ as the
adversarial perturbation constraints. We refer to MLN as
distance in the remaining part of our paper.

MLN = median({‖X∗ −Xi‖p |0 ≤ i < N}) (14)

where N is set as 100 which means the 100 correctly clas-
sified image-label pairs, Xi is the i-th generated adversarial
sample, and p is the constraint type (i.e., p = 2 or ∞).

The Attack Success Rate (ASR) is also a key factor
in measuring the quality of adversarial attack methods. It
measures the rate of the number of samples for which an
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Figure 4. Median distance with log scale v.s. the number of model queries on CIFAR10 (with ResNet and DenseNet), CIFAR100 (with ResNet and
DenseNet), and ImageNet (with DenseNet) from top to bottom rows. 2nd column: targeted L2. 3rd column: untargeted L2. 4th column: targeted L∞. 5th
column: untargeted L∞.

attack method can successfully generate adversarial samples
within a perturbation size ε over the N testing samples.

ASR =
1

N

N−1∑
i=0

ΨX∗ (Xi) (15)

Where ΨX∗ (Xi) = 1 if ‖X∗ −Xi‖p ≤ ε, otherwise

ΨX∗ (Xi) = 0.

5.1.4. Baseline Attack Methods. We select HSJA [18],
Sign-OPT [21], RamBo [25], Rays [22], Tangent [26],

SurFree [23] and AHA [19] as the baseline attack methods.
We use HSJA as the backbone of RamBo as their paper
does. We use the same hyper-parameters as those in their
original papers. We make comparisons with the baseline
attack methods according to their supported attack settings
as shown in Table 6.

5.1.5. Defense mechanisms. To evaluate the performance
of BounceAttack against the defense mechanisms, we select
three defense methods: Defensive Distillation [28], Adver-
sarial Training [27] and TRADES [43] to protect the victim
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TABLE 2. MEDIAN L2 DISTANCE OF THE GENERATED ADVERSARIAL SAMPLES BY DIFFERENT ATTACKS USING DIFFERENT NUMBERS OF QUERIES AT

1,000, 5,000, AND 30,000 ON CIFAR10 (WITH RESNET AND DENSENET), CIFAR100 (WITH RESNET AND DENSENET) AND IMAGENET (WITH

DENSENET). N.A. MEANS THAT THE CORRESPONDING ATTACK IS NOT APPLICABLE TO THE ATTACK SETTING.

Data Model Attack
1K 5K 30K

Bounce HSJA Sopt RamBo SurFree AHA Tangent Bounce HSJA Sopt RamBo SurFree AHA Tangent Bounce HSJA Sopt RamBo SurFree AHA Tangent

CIFAR10
ResNet

untargeted 0.610 0.983 1.278 0.895 0.619 N.A. 1.001 0.208 0.537 0.407 0.520 0.286 N.A. 0.543 0.136 0.310 0.291 0.289 0.212 N.A. 0.318
targeted 1.670 2.477 5.710 2.009 N.A. 4.989 2.523 0.366 0.830 1.058 0.782 N.A. 2.804 0.860 0.209 0.432 0.383 0.395 N.A. 2.779 0.449

Densenet
untargeted 1.303 2.065 2.215 1.854 1.202 N.A. 2.275 0.504 1.204 1.128 0.932 1.127 N.A. 1.231 0.357 0.766 0.626 0.595 0.432 N.A. 0.740

targeted 2.663 3.504 5.731 3.059 N.A. 4.908 3.661 0.913 1.804 1.748 1.694 N.A. 2.985 1.848 0.575 1.080 0.943 0.895 N.A. 2.981 1.076

CIFAR100
ResNet

untargeted 0.456 0.926 0.969 0.785 0.558 N.A. 1.041 0.177 0.599 0.418 0.450 0.243 N.A. 0.542 0.117 0.325 0.302 0.235 0.185 N.A. 0.323
targeted 3.495 5.459 7.812 5.163 N.A. 5.729 5.344 0.558 1.632 2.799 1.631 N.A. 3.397 1.704 0.207 0.662 0.617 0.472 N.A. 3.239 0.680

Densenet
untargeted 1.011 1.932 1.983 1.931 0.866 N.A. 2.259 0.435 1.232 0.961 1.199 0.452 N.A. 1.311 0.305 0.782 0.691 0.544 0.373 N.A. 0.791

targeted 6.050 7.286 9.390 6.847 N.A. 7.140 7.160 2.009 3.699 4.226 3.743 N.A. 4.310 3.721 0.908 1.823 1.650 1.337 N.A. 4.018 1.879

ImageNet Densenet
untargeted 17.797 20.296 34.128 42.097 16.997 N.A. 20.289 3.579 9.837 11.828 39.195 5.189 N.A. 5.168 1.081 5.125 6.114 3.273 2.186 N.A. 1.874

targeted 39.301 55.079 65.605 67.885 N.A. 51.465 45.701 14.398 25.211 41.467 66.543 N.A. 17.577 16.309 1.863 8.780 9.632 7.281 N.A. 7.407 3.249

TABLE 3. MEDIAN L∞ DISTANCE OF THE GENERATED ADVERSARIAL SAMPLES BY DIFFERENT ATTACKS USING DIFFERENT NUMBERS OF QUERIES

AT 1,000 5,000, AND 30,000 ON CIFAR10 (WITH RESNET AND DENSENET), CIFAR100 (WITH RESNET AND DENSENET) AND IMAGENET (WITH

DENSENET). N.A. MEANS THAT THE CORRESPONDING ATTACK IS NOT APPLICABLE TO THE ATTACK SETTING.

Data Model Attack
1K 5K 30K

Bounce HSJA Sopt RayS Tangent Bounce HSJA Sopt RayS Tangent Bounce HSJA Sopt RayS Tangent

CIFAR10
ResNet

untargeted 0.024 0.027 0.116 0.021 0.027 0.008 0.013 0.036 0.010 0.012 0.005 0.008 0.022 0.005 0.008
targeted 0.083 0.100 0.299 N.A. 0.090 0.016 0.027 0.096 N.A. 0.026 0.007 0.011 0.039 N.A. 0.011

Densenet
untargeted 0.043 0.053 0.187 0.030 0.052 0.016 0.026 0.083 0.017 0.026 0.010 0.017 0.055 0.011 0.017
targeted 0.100 0.115 0.371 N.A. 0.117 0.029 0.044 0.186 N.A. 0.045 0.016 0.026 0.107 N.A. 0.026

CIFAR100
ResNet

untargeted 0.015 0.019 0.078 0.015 0.020 0.006 0.011 0.033 0.008 0.011 0.004 0.007 0.019 0.005 0.007
targeted 0.177 0.189 0.396 N.A. 0.180 0.046 0.078 0.209 N.A. 0.082 0.010 0.020 0.059 N.A. 0.022

Densenet
untargeted 0.034 0.047 0.159 0.023 0.045 0.014 0.027 0.080 0.014 0.027 0.009 0.017 0.053 0.010 0.018
targeted 0.198 0.221 0.472 N.A. 0.217 0.084 0.114 0.337 N.A. 0.112 0.028 0.049 0.196 N.A. 0.050

ImageNet Densenet
untargeted 0.059 0.136 0.325 0.060 0.140 0.017 0.079 0.148 0.025 0.077 0.004 0.041 0.088 0.006 0.045
targeted 0.256 0.277 0.484 N.A. 0.279 0.124 0.200 0.350 N.A. 0.195 0.017 0.092 0.202 N.A. 0.090

TABLE 4. ASR OF DIFFERENT ATTACKS CONSTRAINED BY DIFFERENT ε UNDER L2 NORM USING DIFFERENT NUMBERS OF QUERIES AT 1,000 5,000,
AND 30,000 ON CIFAR10 (WITH RESNET AND DENSENET), CIFAR100 (WITH RESNET AND DENSENET) AND IMAGENET (WITH DENSENET).

N.A. MEANS THAT THE CORRESPONDING ATTACK IS NOT APPLICABLE TO THE ATTACK SETTING.

Data Model Attack ε
1K 5K 30K

Bounce HSJA Sopt RamBo SurFree AHA Tangent Bounce HSJA Sopt RamBo SurFree AHA Tangent Bounce HSJA Sopt RamBo SurFree AHA Tangent

CIFAR10
ResNet

untargeted 0.5 0.40 0.16 0.12 0.17 0.36 N.A. 0.11 0.92 0.45 0.60 0.46 0.80 N.A. 0.46 0.99 0.83 0.91 0.91 0.96 N.A. 0.86
targeted 1.0 0.30 0.16 0.04 0.24 N.A. 0.01 0.16 0.97 0.74 0.48 0.74 N.A. 0.06 0.70 1.00 0.99 0.99 1.00 N.A. 0.06 1.00

Densenet
untargeted 0.5 0.16 0.05 0.04 0.07 0.17 N.A. 0.03 0.51 0.07 0.17 0.16 0.46 N.A. 0.09 0.71 0.20 0.28 0.42 0.56 N.A. 0.22
targeted 1.0 0.16 0.04 0.03 0.04 N.A. 0.03 0.03 0.60 0.13 0.17 0.17 N.A. 0.07 0.14 0.88 0.42 0.54 0.57 N.A. 0.07 0.42

CIFAR100
ResNet

untargeted 0.5 0.56 0.25 0.26 0.26 0.50 N.A. 0.19 0.95 0.43 0.65 0.54 0.86 N.A. 0.48 0.99 0.77 0.84 0.94 0.97 N.A. 0.78
targeted 1.0 0.09 0.01 0.00 0.02 N.A. 0.00 0.00 0.75 0.21 0.12 0.22 N.A. 0.02 0.21 0.98 0.84 0.80 0.92 N.A. 0.02 0.84

Densenet
untargeted 0.5 0.24 0.07 0.07 0.08 0.28 N.A. 0.08 0.59 0.10 0.16 0.17 0.55 N.A. 0.12 0.74 0.21 0.28 0.46 0.62 N.A. 0.23
targeted 1.0 0.03 0.01 0.02 0.02 N.A. 0.01 0.02 0.19 0.04 0.04 0.03 N.A. 0.02 0.03 0.56 0.11 0.14 0.27 N.A. 0.02 0.08

ImageNet Densenet
untargeted 5.0 0.13 0.10 0.05 0.03 0.17 N.A. 0.14 0.60 0.20 0.18 0.04 0.47 N.A. 0.48 1.00 0.50 0.35 0.68 0.92 N.A. 0.98
targeted 15 0.02 0.00 0.01 0.00 N.A. 0.01 0.02 0.53 0.13 0.05 0.00 N.A. 0.31 0.43 0.99 0.91 0.79 0.94 N.A. 0.96 0.97

model.

Adversarial training is regarded as one of the most
effective defense mechanisms against adversarial attacks
[2], [27] and is widely used to evaluate the attacks (e.g.,
AHA, RamBo, RayS, and Tangent). Defensive distillation
is conducted in HSJA so we add it to our experiments,
where we set the distillation temperature T = 2. TRADES
is proposed to balance the robustness and the classification
accuracy in adversarial training. In our experiment, we set
the regulation parameter β = 6.0 to produce a more robust
model to see the performance of each attack method. We set
the number of model queries up to 30,000 in the defense
experiments and record the ASR under different ε values.

5.2. Effectiveness of BounceAttack

We examine the effectiveness of BounceAttack and other
baseline attack methods under different constraints (i.e., L2

and L∞) and attack settings (i.e., targeted and untargeted).
In each experiment, we restrict the maximum number of
model queries to 30,000. To have a more intuitive presen-
tation of the experimental results, we plot several figures to
show how the median distance and the ASR change with the
number of model queries and organize the experimental data
into tables when the number of model queries K satisfies
K=1,000, 5,000 and 30,000.
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TABLE 5. ASR OF DIFFERENT ATTACKS CONSTRAINED BY DIFFERENT ε UNDER L∞ NORM USING DIFFERENT NUMBERS OF QUERIES AT 1,000
5,000, AND 30,000 ON CIFAR10 (WITH RESNET AND DENSENET), CIFAR100 (WITH RESNET AND DENSENET) AND IMAGENET (WITH

DENSENET). N.A. MEANS THAT THE CORRESPONDING ATTACK IS NOT APPLICABLE TO THE ATTACK SETTING.

Data Model Attack ε
1K 5K 30K

Bounce HSJA Sopt RayS Tangent Bounce HSJA Sopt RayS Tangent Bounce HSJA Sopt RayS Tangent

CIFAR10
ResNet

untargeted 0.01 0.19 0.13 0.01 0.21 0.11 0.64 0.38 0.03 0.54 0.36 0.91 0.66 0.05 0.89 0.66
targeted 0.03 0.12 0.11 0.00 N.A. 0.12 0.81 0.59 0.10 N.A. 0.57 1.00 0.99 0.31 N.A. 0.97

Densenet
untargeted 0.01 0.11 0.05 0.00 0.13 0.05 0.27 0.06 0.00 0.27 0.06 0.53 0.19 0.00 0.45 0.20

targeted 0.03 0.13 0.05 0.02 N.A. 0.06 0.52 0.24 0.03 N.A. 0.27 0.85 0.59 0.04 N.A. 0.63

CIFAR100
ResNet

untargeted 0.01 0.32 0.21 0.07 0.34 0.22 0.77 0.45 0.09 0.66 0.45 0.92 0.73 0.13 0.89 0.70
targeted 0.03 0.02 0.00 0.00 N.A. 0.01 0.28 0.12 0.00 N.A. 0.12 0.88 0.68 0.10 N.A. 0.67

Densenet
untargeted 0.01 0.11 0.04 0.04 0.21 0.04 0.36 0.10 0.04 0.32 0.11 0.57 0.18 0.04 0.53 0.22

targeted 0.03 0.03 0.03 0.01 N.A. 0.03 0.14 0.04 0.01 N.A. 0.04 0.55 0.14 0.02 N.A. 0.19

ImageNet Densenet
untargeted 0.03 0.25 0.11 0.04 0.30 0.07 0.71 0.12 0.07 0.59 0.14 1.00 0.28 0.11 1.00 0.32

targeted 0.20 0.19 0.16 0.01 N.A. 0.14 0.80 0.51 0.11 N.A. 0.56 1.00 0.99 0.49 N.A. 0.98

TABLE 6. SUPPORTED ATTACK SETTINGS OF DIFFERENT METHODS.

Bounce HSJA Sopt RamBo SurFree AHA Tangent RayS

L2-tar � � � � � �

L2-untar � � � � � �

L∞-tar � � � �

L∞-untar � � � � �

Figure 5. Targeted-L2 distance v.s. the number of model queries on
CIFAR10 (with ResNet) using BounceAttack and HSJA attacks. Although
HSJA fails on this sample, the change to use BounceAttack can reduce the
distance and generate a successful adversarial sample under ε = 1.

5.2.1. Distance Against Queries. We plot the curves of
median distance with log scale against the number of model
queries in Fig. 4. The result of the median distance when the
number of model queries equals 1,000, 5,000, and 30,000
is organized in Table 2 and Table 3.

BounceAttack is able to craft an adversarial sample
with a limited number of model queries to obtain a small
distance in the attack process as shown in Table 2 and Ta-
ble 3. BounceAttack can reduce the distance quickly within
1,000 model queries at the beginning of the attack. Within
5,000 model queries, BounceAttack acquires the smallest
distance, which reduces the distance by over 40% com-
pared with other attack methods across all the experiments.
Within 30,000 model queries, BounceAttack outperforms

other methods with a distance reduction of 9%-92% across
all experiments.

Notably, although some methods like SurFree in the
untargeted-L2 scenario and RayS in the untargeted-L∞ sce-
nario reduce the distance more quickly than BounceAttack
in the early stage of the attack (i.e., within 1,000 model
queries), BounceAttack outperforms them with around 2,000
model queries. RayS is a greedy attack method that searches
quickly in the early stage of the attack but will acquire a
local minimum value. SurFree searches for the next direction
based on the circle it draws from the last iteration which
gives no guarantee to point to the direction with the largest
reduction of distance.

A more intuitive result is presented in Fig. 4. BounceAt-
tack can keep reducing the distance when other attack
methods converge to a large distance. For example, in the
untargeted-L2 scenario, all attack methods except SurFree
and BounceAttack cannot reduce the distance anymore even
if the distance is large, and this is more obvious in the small-
size datasets like CIFAR10 and CIFAR100.

We present the visualized trajectories of BounceAt-
tack in Fig. 10 in Appendix A. In the untargeted setting,
BounceAttack can hide the adversarial perturbations into
the benign image within 1,000 model queries in the visual
perspective. In the targeted setting, BounceAttack needs
around 5,000 model queries to hide the target image into
the benign image. With the attack going on, the generated
samples look more and more similar to the benign sample.
After 1,000 and 5,000 model queries, the generated image is
visually indistinguishable compared with the benign sample
in the untargeted and targeted settings respectively.

5.2.2. Attack Success Rate. For attacks on different
datasets, in different attack settings, and under different
attack constraints, we assign a different value to ε to measure
the success. In CIFAR10 and CIFAR100, we assign the same
ε in each attack scenario. In ImageNet, we increase the ε
due to the complexity of the dataset. The result of the ASR
at 1,000, 5,000, and 30,000 model queries under different ε
is organized in Table 4 and Table 5. In Fig. 6, we plot the
curve of ASR against the number of model queries with a
fixed ε.
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Figure 6. ASR against the number of model queries on datasets of CIFAR10, CIFAR100, and ImageNet with models of ResNet and DenseNet from top
to bottom. Columns are targeted l2, untargeted l2, targeted l∞, untargeted l∞ from left to right.

BounceAttack can achieve a relatively high ASR in
the attack process. Within 10,000 model queries, the curve
of BounceAttack rises fast which means that the distance
of the samples is reduced quickly in the beginning stage
of the attack. As the number of model queries increases,
the ASR of BounceAttack is constantly higher than other
attacks (e.g., when the numbers of queries are 5,000 and
30,000 in Table 4 and Table 5). At 30,000 model queries,
BounceAttack achieves the highest ASR among all the
attacks. This shows the excellent ability of BounceAttack
to produce adversarial samples even if other attack methods

fail.

In our experiments, some attack methods show unsatis-
factory performance, such as AHA and Sign-OPT. Sign-OPT
ends with a large distance, especially under L∞ constraint,
where its ASR is no more than 50%. Sign-OPT searches
the smallest perturbation by optimizing the perturbation
direction and perturbation size. In each iteration, it generates
a new direction with a small movement from the previous
direction, which means that the search direction changes
slowly and might fall into the local minimum. AHA cannot
support datasets with small-size images well (i.e., CIFAR10
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Figure 7. Attack performance against defense mechanisms. The figure shows ASR versus the number of model queries on CIFAR10 with ResNet against
adversarial training, defensive distillation, and TRADES from top to bottom rows. Columns are targeted l2, untargeted l2, targeted l∞, untargeted l∞
from left to right.

and CIFAR100), which is also verified in our experiments
(i.e., the target-L2 column in Fig. 6).

To gain insights on how BounceAttack succeeds in
scenarios where existing attacks fail, we compare the attack
processes of HSJA and BounceAttack on the same randomly
chosen sample in Fig. 5. Given the success threshold ε = 1,
HSJA fails to generate an adversarial sample within 30,000
queries, but BounceAttack succeeds. However, if we switch
the attack method to BounceAttack at the 25th iteration of
HSJA, the attack quickly converges to a distance smaller
than ε, resulting in a successful adversarial sample. This
demonstrates that, compared to the estimated gradient used
in HSJA, the bounce direction used in BounceAttack indeed
improves the query efficiency as well as the attack success
rate.

5.3. Performance against Defense Mechanisms

We evaluate the performance of BounceAttack against
the defense mechanisms on ResNet50 trained on CIFAR10.
In Fig. 7, we present the curve of the ASR against the num-
ber of model queries. We set the attack success threshold
ε = 1, 2, 4 under the L2 constraint and ε = 0.05, 0.1, 0.2
under L∞ constraint, and present the ASR at 5,000 model
queries in Table 8 and Table 9 in Appendix A.

BounceAttack shows outstanding attack performance. It
can still acquire a fast-rising speed in the ASR and maintain
a high ASR in the final stage in each sub-figure in Fig. 7.
The performance of BounceAttack in the experiment against
TRADES indicates the superiority of BounceAttack facing
strong defense mechanisms.

BounceAttack can achieve a high ASR when the ε value
is small (i.e., ε = 1 under L2 constraint and ε = 0.05 under
L∞ constraint), where a large rate of generated samples
by other attack methods fail to satisfy the requirements, as
shown in Table 8 and Table 9. SurFree and RayS can also
achieve a high ASR due to the use of geometric information
but are still outperformed by BounceAttack. We calculate
the rate of the average ASR of other attack methods to that
of BounceAttack and find that other attack methods can
only reach 18%-87% ASR compared with BounceAttack
across all the experiments when we measure the success
with the smallest ε value in L2 and L∞ respectively. In
Table 8, when we fix ε = 1, 2, 4 respectively, BounceAttack
can acquire a high attack success rate when the ε = 1 and
can reach 100% in 50% scenarios when ε = 2. This means
that BounceAttack can generate a small-size perturbation
and meet the attack goal against the defense mechanisms
even if ε is strict. A similar result under L∞ constraint can
be observed in Table 9.
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(a) CIFAR10 targeted 𝑙ଶ (b) ImageNet untargeted 𝑙ଶ
Figure 8. The effect of the momentum decay factor μ on the attack
performance of BounceAttack from 0.0 to 1.0 with an interval of 0.1. (a)
ASR versus the number of queries with ε = 1.0 in the CIFAR10-ResNet-
targeted-L2 setting. (b) ASR versus the number of queries with ε = 5.0
in the ImageNet-DenseNet-untargeted-L2 setting.

TABLE 7. ABLATION STUDY RESULTS. “B, M, S, BOUNCE” STANDS

FOR THE BOUNCE SEARCH, MOMENTUM, SMOOTH SEARCH, AND THE

COMPLETE BOUNCE ATTACK RESPECTIVELY.

Dataset constraints HSJA HSJA+B HSJA+M HSJA+BS HSJA+BM Bounce

CIFAR10

L2-tar 1.130 0.622 0.628 0.616 0.614 0.611
L2-untar 0.816 0.388 0.390 0.387 0.386 0.384
L∞-tar 0.028 0.022 0.024 0.020 0.021 0.019
L∞-untar 0.018 0.013 0.015 0.012 0.012 0.011

CIFAR100

L2-tar 2.501 1.411 1.453 1.328 1.222 1.220
L2-untar 0.888 0.371 0.375 0.367 0.370 0.366
L∞-tar 0.070 0.054 0.056 0.051 0.049 0.042
L∞-untar 0.020 0.013 0.013 0.011 0.012 0.011

5.4. Effect of Hyper-Parameter

To show how the hyper-parameter μ for momentum
affects the performance of BounceAttack, we set the value
of μ from 0.0 to 1.0 with an interval of 0.1 and depict
the relations of the ASR against the number of queries in
the CIFAR10-ResNet-targeted-L2 setting in Fig. 8 (a) and
ImageNet-DenseNet-untargeted-L2 setting in Fig. 8 (b).

The curves with μ = 0.5 are effective in the attack
process in the sense that they rise relatively quickly and
eventually reach 100% ASR in both Fig. 8 (a) and Fig. 8
(b). We also enlarge the area before BounceAttack reaches
100% ASR in Fig. 8, and find that μ values that are either
too large (e.g., μ = 1.0) or too small (e.g., μ = 0.0) will
produce sub-optimal results in the ASR curves. An improper
μ value will cause either a slower converging speed in the
beginning stage of the attack or a lower ASR at the end of
the attack. To balance the efficiency and the final ASR, we
choose μ = 0.5 in our experiments.

5.5. Ablation study

BounceAttack has three additional components com-
pared with HSJA: bounce search, momentum, and smooth
search. To show the significance of each component, we
add each component to HSJA to attack the DenseNet121
models trained on CIFAR10 and CIFAR100. We present

Figure 9. The frequency distribution histogram on CIFAR100-DenseNet-
targeted-L2 to illustrate the reduction in the ratio of the final distance to
the switch-time distance in BounceAttack. The x-axis is the portion rate
and the y-axis is the frequency. It illustrates how much distance can be
reduced when switching to the smooth search.

the performance measured by median distance in Table 7.
Notably, the smooth search works only together with the
bounce search because it is used to change the bounce
direction to the estimated gradient directly.

5.5.1. Effect of Bounce Search. To study the effects of
bounce search, we add the bounce search on “HSJA” and
on “HSJA+M” respectively to compare their performance
with the previous ones. In Table 7, comparing the results
in the columns of “HSJA” and “HSJA+B”, we can find
that if we only use the bounce search to decompose the
estimated gradients, the reduction of the distance can max-
imally reach 45%. Comparing the columns of “HSJA+M”
and “HSJA+BM”, bounce search can keep reducing 1%-
20% distance even if the distance is already small.

5.5.2. Effect of Momentum. To study the effects of mo-
mentum, we add momentum on “HSJA” and “HSJA+BS”
respectively to compare the improvements. From the
columns of “HSJA” and “HSJA+M” in Table 7, the re-
duction of distance is 37% on average. When we combine
the momentum with the bounce search (i.e., the columns
of “HSJA+B” and “HSJA+BM”), it can be observed that
the distance is reduced from columns “HSJA+B” and
“HSJA+BM”. A similar result can be reached in the columns
“HSJA+BS” and “Bounce”. These findings support that
momentum can boost the bounce search.

5.5.3. Effect of Smooth Search. To study the effects of
the smooth search, we first observe the rate of samples that
conduct the smooth search in the attack process. We conduct
experiments on “HSJA+B” and “HSJA+BS” to measure the
performance of the smooth search, and the result is that the
involvement of smooth search can reduce the distance by
1%-10%.

We present a frequency distribution histogram of the
experimental result on the CIFAR10-DenseNet-targeted-L2

scenario in Fig. 9. It illustrates that the distance of a large
number of samples (i.e., more than 70% samples) can be
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reduced by around 10% due to the smooth search. This
means that the smooth search plays a role in fine-tuning the
adversarial sample with a smaller distance in BounceAttack.

6. Conclusion

In this paper, we propose BounceAttack as an extension
of HSJA. It decomposes the estimated gradient for the
decision-based black-box attack. BounceAttack shows good
performance under both L2 and L∞ constraints in both
targeted and untargeted settings. We provide an analysis of
why the bounce vector can help to obtain a small perturba-
tion distance. Extensive experiments are conducted to show
that BounceAttack is outstanding in both query efficiency
and attack success rate. Ablation studies are conducted to
figure out how each component of BounceAttack affects
its performance. We hope this work can be a new baseline
attack method in the decision-based black-box attack.
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TABLE 8. ASR AGAINST DIFFERENT DEFENSE MECHANISMS OF DIFFERENT ATTACKS MEASURED BY DIFFERENT ε UNDER L2 CONSTRAINT ON

CIFAR10 WITH RESNET. N.A. MEANS THAT THE CORRESPONDING ATTACK IS NOT APPLICABLE TO THE ATTACK SETTING.

Defense Attack
ε = 1 ε = 2 ε = 4

Bounce HSJA Sopt RamBo SurFree AHA Tangent Bounce HSJA Sopt RamBo SurFree AHA Tangent Bounce HSJA Sopt RamBo SurFree AHA Tangent

Adversarial
Training

untargeted 0.99 0.67 0.73 0.70 0.94 N.A. 0.60 1.00 0.95 0.97 0.96 1.00 N.A. 0.94 1.00 1.00 1.00 0.97 1.00 N.A. 1.00
targeted 0.72 0.31 0.24 0.33 N.A. 0.08 0.28 0.92 0.70 0.46 0.68 N.A 0.22 0.68 1.00 0.93 0.82 0.95 N.A 0.63 0.94

TRADES
untargeted 0.87 0.34 0.49 0.44 0.75 N.A. 0.30 0.99 0.81 0.93 0.84 0.95 N.A. 0.83 1.00 1.00 1.00 1.00 1.00 N.A. 1.00
targeted 0.47 0.09 0.12 0.11 N.A. 0.04 0.07 0.92 0.45 0.55 0.49 N.A 0.15 0.44 1.00 0.96 0.97 0.96 N.A 0.53 0.97

Defensive
Distillation

untargeted 0.99 0.63 0.76 0.73 0.95 N.A. 0.56 1.00 0.98 0.99 0.98 1.00 N.A. 0.96 1.00 1.00 1.00 1.00 1.00 N.A. 1.00
targeted 0.93 0.33 0.36 0.42 N.A. 0.09 0.32 1.00 0.86 0.71 0.89 N.A 0.36 0.89 1.00 1.00 0.94 0.99 N.A 0.80 1.00

TABLE 9. ASR AGAINST DIFFERENT DEFENSE MECHANISMS OF DIFFERENT ATTACKS MEASURED BY DIFFERENT ε UNDER L∞ CONSTRAINT ON

CIFAR10 WITH RESNET. N.A. MEANS THAT THE CORRESPONDING ATTACK IS NOT APPLICABLE TO THE ATTACK SETTING.

Defense Attack
ε = 0.05 ε = 0.1 ε = 0.2

Bounce HSJA Sopt RayS Tangent Bounce HSJA Sopt RayS Tangent Bounce HSJA Sopt RayS Tangent

Adversarial
Training

untargeted 0.99 0.95 0.54 0.99 0.95 1.00 1.00 0.87 1.00 1.00 1.00 1.00 0.98 1.00 1.00
targeted 0.69 0.53 0.15 N.A. 0.51 0.89 0.76 0.31 N.A. 0.74 1.00 0.98 0.53 N.A. 0.98

TRADES
untargeted 0.94 0.88 0.25 0.94 0.87 1.00 1.00 0.54 1.00 1.00 1.00 1.00 0.92 1.00 1.00
targeted 0.70 0.46 0.04 N.A. 0.48 0.94 0.91 0.12 N.A. 0.90 1.00 1.00 0.44 N.A. 1.00

Defensive
Distillation

untargeted 1.00 0.98 0.42 1.00 0.98 1.00 1.00 0.89 1.00 1.00 1.00 1.00 1.00 1.00 1.00
targeted 0.91 0.76 0.14 N.A. 0.74 0.98 0.93 0.41 N.A. 0.92 1.00 0.99 0.76 N.A. 1.00

0 100 200 500 1K 2K 3K 4K 5K 10K 15K 20K 25K 30K Benign

Figure 10. Visualized trajectories of BounceAttack for generating targeted and untargeted adversarial samples under L2 and L∞ constraints on randomly
selected images in CIFAR10, CIFAR100 and ImageNet. 1st column: initialized intermediate sample X̂1. 2nd-14th columns: generated adversarial candidates
Xt when t =100, 200, 500, 1K, 2K, 3K, 4K, 5K, 10K, 15K, 20K, 25K and 30K. 15th column: The benign image X∗. 1st row: targeted L2 on CIFAR10.
2nd row: untargeted L2 on CIFAR10. 3rd row: targeted L∞ on CIFAR10. 4th row: untargeted L∞ on CIFAR10. 5th row: targeted L2 on CIFAR100.
6th row: untargeted L2 on CIFAR100. 7th row: targeted L∞ on CIFAR100. 8th row: untargeted L∞ on CIFAR100. 9th row: targeted L2 on ImageNet.
10th row: untargeted L2 on ImageNet. 11th row: targeted L∞ on ImageNet. 12th row: untargeted L∞ on ImageNet.
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Appendix B.
Meta-Review

B.1. Summary

This paper proposes a novel decision-based black-box
attack that uses an orthogonalized ”bouncing” strategy to
reduce the number of queries to find adversarial examples.
The paper describes the attack and its intuition, and performs
a thorough comparison with prior attacks against standard
models on CIFAR-10, CIFAR-100 and ImageNet.

B.2. Scientific Contributions

• Provides a Valuable Step Forward in an Established
Field.

• Creates a New Tool to Enable Future Science.

B.3. Reasons for Acceptance

1) The proposed attack is simple, intuitive, and effec-
tive, and an improvement over the state of the art.

2) The authors extensively evaluate various black-box
attacks and investigate the influence of adversarial
training and model distillation on the attack’s per-
formance.

3) The theoretical discussions are helpful to explain
why the attack is effective and clarify the differ-
ences against HJSA.
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